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Mühlbauer GrOup at a GlaNce
Mühlbauer’s busiNess uNits aNd sites

founded in 1981 in the heart of bavaria, the Mühlbauer 
Group has ever since grown to a leading global player in the 
fields of parts & systems, semiconductor related products, 
Document solution related products and tecurItY® solu-
tions. With around 3,500 employees, technology centers 
in Germany, Malaysia, slovakia, the u.s. and serbia, and  
35 sales and service locations worldwide, Mühlbauer created 
a strong competence network around the globe. 
We continuously invest in the latest technologies and innova-
tive processes to enhance our competences and to provide 
you with optimized solutions. our in-house precision part 
production – Mps – Mühlbauer precision parts – guarantees 
unlimited flexibility and highest customer satisfaction.

our business unit autoMatIon does not only develop  
and assemble individually customized production  
systems, but also provides matching software solutions 
for the production process of Document and solution  
related products. Vision inspection technologies as well 
as semiconductor and rfID applications complete our  
comprehensive portfolio.
our business unit tecurItY® is established as a compe-
tent partner for the implementation of security systems for 
identifying and verifying both documents and individuals. 
our clients benefit from more than three decades experi-
ential value which we have gained during the realization of 
over 300 ID projects worldwide.

Mühlbauer  
china

Mühlbauer  
bosnia and herzegovina

Mühlbauer  
Germany

Mühlbauer  
Malaysia

Mühlbauer  
serbia

Mühlbauer  
slovakia

Mühlbauer  
usa

Mps
precision parts & surface engineering

production center usa

hQ Germany

production center bosnia-herzegovina

production center Germany

production center Malaysia

production center china

production center slovakia

production center serbia

service hub Mexico

service hub brazil

service hub el-salvador

service hub spain

service hub russia

service hub Georgia

service hub Iraq

service hub united arab emirates

service hub India

service hub taiwan

service hub south Korea
service hub Japan

service hub uganda

service hub south africa

service hub australia

service hub turkey

autoMatIon
production equipments & systems

World of tecurItY®

Government & technology solutions
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Overview
tecurity® cOMpeteNt partNer fOr GOverNMeNt sOlutiONs

specialist fOr all prOcess steps -
frOM raw Material tO cOMplete systeMs

conceptIon
 ¤ consulting
 ¤ solution architecture
 ¤ Document design

Data ManaGeMent
 ¤ life-cycle Management
 ¤ eGovernment services
 ¤ abIs

VerIfIcatIon
 ¤ stationary Document Verfication
 ¤ Mobile Document Verification
 ¤ Quality assurance 

proDuctIon
 ¤ production Management
 ¤ Material Management
 ¤ production Monitoring
 ¤ pKI
 ¤ smartcard applets
 ¤ apps

personalIzatIon
 ¤ Data Management
 ¤ pre-personalization
 ¤ Machine Management

enrollMent
 ¤ online/offline
 ¤ Web-based
 ¤ Image enhancement
 ¤ Mobile/stationery
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Mb eG-pOrt
eGOverNMeNt sOlutiON features & advaNtaGes

MB eG-Port

(external)
services

customer
portal

applicant
portal

tax
portal

fine
portal

law
enforcement

portal

public
transportation

portal

based on web technology, Mb eG-port has been developed to provide information and interaction to citizens (G2c), to the 
private sector (G2b) and to governmental institutions (G2G). It enables the public authorities to establish an eGovernment 
solution which provides a better user experience for all parties involved. Mb eG-port does not require any client software, 
as it is based on web applications running in a standard browser (safari, firefox, Internet explorer, chrome) and on standard 
operating systems (Windows, linux, macos, android, ios), respectively on desktop pcs and mobile devices.

efficient handling of different application processes for documents (ID card, Driver‘s license, etc.)

standard services offered:
 ¤ account Management system
 ¤ appointment Management system
 ¤ Queue Management system

full transparency to administrative procedures such as:
 ¤ payment
 ¤ application status
 ¤ Issuing status of documents

secure communication between browser and background system

client-site authentication for registered users

role-based access to eG-port features 

Immediate services availabe - regardless of day, time and location

seamless digital experience without media breaks between phone/verbal  
communication and paper work

eG-Port
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Mb getid live
live data eNrOllMeNt features & advaNtaGes

Mb getID lIVe enables the automatic and manual enhancement of images
 ¤ correction of image‘s angle
 ¤ removal of inappropriate backgrounds
 ¤ optimization of image‘s color
 ¤ embedding of image in various pre-defined backgrounds
 ¤ final assessment of image according to Icao standards

live-capturing of demographic and biometric data

processing of different document applications within one single unit

online and offline data processing

centralized and decentralized use 

use on desktop, mobile devices and tablets

adaption to any use case

easy integration into Mb solution cycle

Mühlbauer getID lIVe - the live data enrollment solution for real-time and applicant-specific data capturing - is 
designed for comfortable and secure communication between data capturing units and related data manage-
ment. the applicant’s biometric data (e.g. face image, fingerprints, signature or iris) are directly enrolled on site. 
Demographic data (e.g. name, address or date of birth) can either be pre-fetched from the civil register or be 
determined via live enrollment. Mb getID lIVe is based on newest algorithms for biometric and demographic 
data processing and complies with international standards such as Icao. 

MB

A
D
BE
CE
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Mb iMaGe eNhaNceMeNt
iMaGe eNhaNceMeNt sOftware features & advaNtaGes

typically, a biometric facial image and the printed information 
of the document are to be stored on a contactless high-security  
microchip inside an identity document. the compliance with the 
Icao Doc. 9303 standard ensures that facial portraits can be used 
for biometric face identification and verification.

face recognition and extraction

Image cropping according to defined settings 

position correction (horizontally and ver tically) 

color correction: adjusting color palette and white balance 

optimizing image appearance with lighting and shadow correction 

extracting the face from the background and inserting a new background 

checking and evaluating image quality according to Icao recommendations 

easy to integrate into any software solution 

the Mb IMaGe enhanceMent software provides all the necessary features for the automated 
and/or manual processing of live-captured or scanned portraits:

0̊

Mb Image enhancement is the most advanced feature in the market which - according to international standards - allows 
the fully-automated and/or manual enhancement and correction of digitally captured images. this is necessary to ensure 
compliance with international standards such as Icao.



 14 i 15

 tecurity® Overview

prOductiON
MaNaGeMeNt

dOcuMeNt
prOductiON

data
MaNaGeMeNt

eNrOllMeNt/ 
issuaNce

persONalizatiON

verificatiON

Mb getid fOrM
fOrM data eNrOllMeNt features & advaNtaGes

prIncIple coMponents

 ¤ batch capturing unit
 ¤ Import of batch data from a variety of external sources
 ¤ combinability with various demographic and biometric  
input sources

 ¤ Quality managment and manual correction units
 ¤ assurance of conformity to current Icao standards

features

 ¤ ocr/Icr - Machine and hand-written text recognition
 ¤ signature enhancement - extracts, defines and enhances signatures
 ¤ barcode recognition - supports 1D and 2D barcodes
 ¤ ocr - reads checks and crosses within predetermined areas
 ¤ fingerprint capturing - possible combined with background removal

pIcture correctIon

 ¤ automatic or manual enhancement of images to meet  
Icao standards

 ¤ correction of incoming image‘s orientation
 ¤ removal of various backgrounds
 ¤ embedding of image in various backgrounds
 ¤ final adjustment of image
 ¤ full configurablity of Icao checker

Mühlbauer’s getID forM is the most advanced data enrollment package available on the market today. 
Mühlbauer getID forM with its incorporated picture enhancement, ocr/Icr, barcode recognition, signature 
enhancement and fingerprint processing allows configurations for multiple of predefined documents.
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Mb sdM
features & advaNtaGessecure dOcuMeNt MaNaGeMeNt

Mb sDM stores and allows the management of multiple documents such as national e-ID cards, Driver’s licenses, Vehicle 
registration licenses, e-Visas or e-health cards at the same time. starting from the “application for document” phase 
and ending with document expiry and document destruction, Mb sDM assures and manages all life cycle phases of these 
documents and all applications and persons involved.

highly secure management of citizen data and documents

Management of multiple types of applications and documents in only one system 

J2ee architecture is fully scalable according to the customer

flawless integration into all Governmental legacy systems

complete lifecycle management for required document types and application types

Interface to 
 ¤ Manage requests from external systems
 ¤ Data capturing systems 
 ¤ automated biometric identification system (abIs) based on face, fingerprint and/or iris
 ¤ personalization management systems

automatic registration of alteration of data and data processes

post-issuance process

DocuMent lIfecYcle ManaGeMent

document withdrawn
ID document  

body produced

store ID documents  
in central storage notification of 

documents before 
delivery

Distribute documents  
to local personalization

correlation between  
document and citizen send order data to personalization 

management system

receive personalization  
status information

notification of  
document issuance

end of validation  
reached

return of  
document

Document stolen  
or lost

ID document  
in central stock

ID document  
in local stock

ID document  
assigned

ID document  
personalization

ID document  
pending delivery

ID document  
issued

ID document  
expired

ID document  
revoked

rEvokED

ExPirED

 J2EE
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Mb abis
features & advaNtaGesautOMated biOMetric ideNtificatiON systeM

iris
face

fiNGerpriNt

Mb abIs supports all biometric identification and verification processes, for example automatic face, iris, fingerprint and 
palm recognition.

coMplIant WIth InternatIonal stanDarDs anD IMaGe forMats

 ¤ bioapI 2.0 (Iso/Iec 19784-1:2006) framework and biometric service provider (bsp) 
 ¤ Iso/Iec 19794-2 Information technology – biometric data interchange formats – part 2: fingerprint
 ¤ Iso/Iec 19794-4 Information technology – biometric data interchange formats – part 4: finger image
 ¤ Iso/Iec 19794-5 / 6 Information technology – biometric data interchange formats – face image data
 ¤ ansI/IncIts 378-2004 finger Minutiae format for Data Interchange(ansI378)
 ¤ ansI/IncIts 381-2004 american national standard for Information technology – finger Image-based
 ¤ Image formats: WsQ, nIst (ihead), JpG, JpeG 2000, pnG, tIf

Multi-biometric identification possible

Versatile multi-platform products with unique features

support of afIs, frs and Irs

configurable decision matrix

supporting solutions from different core suppliers
 ¤ neurotechnology (standard)
 ¤ cognitec
 ¤ Innovatrix
 ¤ nec

AFiS
FrS
irS



 20 i 21

 tecurity® Overview

prOductiON
MaNaGeMeNt

dOcuMeNt
prOductiON

data
MaNaGeMeNt

eNrOllMeNt/ 
issuaNce

persONalizatiON

verificatiON

Mb trust
features & advaNtaGespublic Key iNfrastructure

highly secure Icao-compliant pKI solution for bac and eac

nonhierarchical csca

Digitally signed data by Document signature (analog)

user management with with n-factor authentication

certificate management according to Icao standard

support of various hsM platforms

natIonal publIc KeY DIrectorY (pKD)
the main purpose of a pKD is to store and provide national access to all public keys and 
certificates which are cryptographically related to the private keys.

countrY sIGnInG certIfIcate authorItY (csca)
Mühlbauer trust csca is a non-hierarchical root authority and the highest trust point in the 
country that generates.

DocuMent sIGner (Ds)
the Mb trust Document signer module digitally signs all data stored in MrtDs.  
It also uses an hsM as protected environment for generation and storing of Ds key pair and 
performs cryptographic function with secure asymmetric keys.

harDWare securItY MoDule (hsM)
the hsM represents a safe environment for the cryptographic keys which never leave it in 
unencrypted form.

Icao has elaborated how documents can be securely created and used for reliable identification and secure transmission, 
handling and storage of personal data including biometrics. Mb trust follows this Icao recommendation in order to cryto-
graphically secure the information in documents as well as the trusted identification and verification of such information and 
of the related documents.

National
PKD

DS CertificatesCertificates & CRIs

CSCA Certificate (Distribution via Diplomatic Channels)

CSCA Certificate
(Distribution via Diplomatic Channels)

DS Certificates

Certificate Revokation Lists (CRL)

CSCA Certificate (Distribution via Diplomatic Channels) CSCA Certificate
(Distribution via Diplomatic Channels)

ICAO
PKD

CSCA
HSM HSM

MB TRUST

Document
Signer

Personalization
Equipment

Other
States

National
PKD

CSCA

HSM

Document
Signer

National
PKD

CSCA

HSM

Document
Signer

National
PKD

CSCA

HSM

Document
Signer

National
PKD

CSCA

HSM

Document
Signer

Pki

HSM

CSCA
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Mb iNcape
features & advaNtaGesiNteGrated prOductiON MaNaGeMeNt sOftware

Mb Incape is Mühlbauer’s production Management software for the production and personalization of electronic cards and 
documents (e.g. ID cards, epassports, Driver‘s licenses, eMV or GsM cards). combining data management, production 
control and material management, the system allows for highly automated processes. Mb Incape’s architecture consists 
of a modular concept to fulfil the needed scalability in all kinds of document body production steps, as well as in all types 
of personalization characteristics, for example centralized and decentralized processes, various types of personalization 
machines or application-specific data preparation scenarios). It allows to process customer and application specific produc-
tion, personalization, quality control and document delivery scenarios with highest solution flexibility.

MB iNCAPE

production
audit

cOre MOdules

additiONal MOdules

user
Management

data
persistence
(sQl database)

data
preparation

production
Management

data
collection
/ import

Offline
personalization

support

Material
Management

configurable workflow steps regarding personalization, quality assurance and issuance

fully-automated processing and production management

simplified administration due to web-based operator clients 

custumizable uI regarding localization, internationalization and branding

scalability regarding different documents, machines and personalization locations 

seamless tracking of documents from point of production to issuance

flawless integration of Mühlbauer material management (Mb Warehouse)

connection to card/document management systems via web service, database, file-based interface

standard interface to personalization machines with integration of third-party machines possible

Integration of Mb user Management

full coverage of production control requirements (security industry and eMV standards)

seamless connection to Mb palaMax® and Mb Data preparation
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Mb warehOuse
features & advaNtaGeswarehOuse Material MaNaGeMeNt

fully-automated monitoring of complete process flow

Quality control of all incoming and outgoing materials and consumables 

bookkeeping of stored materials

Material preparation for personalization jobs

tracking of blank documents, consumables and personalized documents

Inititation of ordering processes

scalability regarding different documents, machines and personalization locations 

Identification of documents by document number and storage location

seamless integration with Mb Incape

custody transfer

handling of responsibilities / operators

Mb Warehouse covers the logical administration of materials which are stored in the central warehouse, as well as at the 
interim storages in the personalization environment. Incoming and outgoing blank or personalized documents must be man-
aged, tracked and sorted. the material management system also provides information about the quantities and additional at-
tributes such as serial numbers and storage locations. additionally, Mb Warehouse notifies about materials which reached 
a critical quantity and should be reordered. With regard to the interim storages, this warehouse material management system 
is connected to Mb Incape to automatically track the material flow during production.

0000 0000 0000 0000
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Mb palaMax ®

features & advaNtaGestOtal prOcess traNspareNcy

palaMax.MonItor

Monitors the real-time performance of the production

palaMax.stats

statistical tool which analyzes collected data and delivers customized statistics on oee

palaMax.reMote

enables the remote operation of machines on the shop floor from a control centre

palaMax.trace

allows for the auditing of single manufacturing runs

palaMax.MaIntaIn

enables the implementation of maintenance on demand

palaMax.cost

Increases effectiveness and efficiency so that production becomes more profitable

palaMax.recIpe

enables production engineering to prepare and test a repeatable factory set-up.  
factories can switch between products within minutes. 

Mb palaMax®, Mühlbauer’s smart factory solution, is developed for card, tag or booklet productions, personalization factories 
and semiconductor backend shop floors. consisting of an nosQl database, it is designed to set and collect process data to 
monitor and improve the efficiency of production and personalization. the collected process data is stored in big data sets for 
later processing, visualization and statistical analysis.
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Mb applet suite
features & advaNtaGeseMrtd activatiON sOftware

Icao traVel 
applIcatIon

esIGnature

eDrIVer`s 
lIcense

IDentIfIcatIon/ 
authentIcatIon

the Mb eMrtD applet enables smart cards based on Javacard standard to perform all the functions  re-
quired for an Icao Doc. 9303 compliant electronic machine-readable travel document (eMrtD).

Icao Doc. 9303 compliant data content & formats

passive authentication (pa) to prove data integrity

active authentication (aa) to prevent cloning

basic or supplemental access control (bac or sac) for data privacy

extended access control (eac) for enhanced security features

sscD according to eu standards

eDl

Iec / Iso 18013

support of random uID to protect document holders from unallowed tracking

provision of the signature of the chip data of the Icao lDs (soD)

special pKI required, e.g. Mb trust (see pages 20/21)

SSCD

BAC

iEC

Pki

uiD

eDl
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Mb MObile id
features & advaNtaGessMart ideNtificatiON

Mb Mobile ID allows users to identify themselves via mobile devices. It follows international Icao recommendations. Data acqui-
sition takes place in advance using a safe and trusted procedure. the data will be stored in a secured data container in the user’s 
mobile device. the system uses a highly secured online connection to access an abIs and fetch the results. the Mb Mobile ID app 
acts complementary to physical identification products which can also be utilized as a stand-alone solution.

central reGIster
 ¤ Database of person-related data
 ¤ trusted hardware and infrastructure

MobIle ID app
 ¤ Verified mobile application
 ¤ personal data, including face image

MobIle ID VerIfIer
 ¤ user-friendly mobile application
 ¤ supports use of peripheral devices 

MobIle ID serVIce
 ¤ Verification of extracted ID
 ¤ person recognition via abIs with low far

2D barcode signed via pKI (national or local)

support capturing of 2D barcodes

online and offline verification possible

transfer of identity to verification client via secure interface

trusted hardware and infrastructure

Interface to Mobile ID service

support of identity verification via abIs against data stored

support of age verification

support on major mobile platforms (ios, android)

compatibility with Mb steel reader Mobile as verification tool (see pages 40/41)

ABis
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Mb data preparatiON
features & advaNtaGespart Of Mb iNcape

Mb Data preparation provides Icao-compliant, interchangable and customizable functions to implement personalization data 
preparation in accord with the document types which shall be personalized. the data are generated and delivered to the production 
management system in use. Moreover, Incape´s Mb Data preparation provides an interface to the pKI system in order to handle 
activation or encryption keys, as well as certificates for singing and encrypting electronic chip application data.

VIsual anD chIp Data preparatIon (Icao-coMplIant)
 ¤ truncation, concatenation, formatting
 ¤ Value mapping, country codes transformation
 ¤ Image processing, resize, enhancement, converting
 ¤ Data calculation (date of expiry)
 ¤ barcode generation
 ¤ IpI, MlI picture generation
 ¤ letter-screen support

Mrz Data preparatIon (Icao-coMplIant)
 ¤ Data formatting, replacing, mapping
 ¤ MrtD-dependent support for first, second and third line Mrz

Interfaces
 ¤ soap web service
 ¤ Document signer
 ¤ support of third-party plugins
 ¤ file interface
 ¤ chip-coding Dll

seamless integration with standard interfaces to Mb trust, Mces and Mb IncapeMB truSt
MB iNCAPE

MCES
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Mb Mces
features & advaNtaGespersONalizatiON MaNaGeMeNt

Mb Mces is a personalization management software, which integrates incoming data with product definitions and 
controls the associated physical and electrical personalization processes. Mb Mces handles personalization data from 
a variety of different input methods and formats and applies them to the cards, regardless whether magnetic stripe, chip 
encoding, or one of the various optical personalization processes such as thermo-transfer printing, laser engraving, 
embossing or indent printing. Mb Mces manages all personalization processes within only one software system.

product Designer: layout and product design for different products

In-line card data testing data pre-test, sample post-test and full test

flexible reporting

Vendor-independent position through powerful sDK

system simulator

Multiple data input formats

chip os specific coding applications

configurable payment application scripts

high-secure document and data processing

user configuration

Messenger page displays all production data and incidents

SDk
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Mb id chip cOdiNG
features & advaNtaGeschip cOdiNG applicatiON fOr secure dOcuMeNts

Mühlbauer’s customized chip coding application for secure documents guarantees the successful personalization of 
Icao-compliant ID chip applications with bac and sac or eac functionality. according to the individual project requirements, 
Mb ID chip coding takes the document holder’s personalization information and securely encodes it to the integrated chip in 
the security document, for example an epassport or an ID card.

high-secure personalization of bac and sac or eac epassports and ID cards

sac and eac strengthen the chip access control mechanism and allow the usage of the can

Increased security by means of pace v2 and asymmetrical encryption

Mandatory in europe since 2014 and recommended by Icao 

fully compliant with German federal office of Information security and international standardsBSi

PACE
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Mb steel reader
features & advaNtaGesdOcuMeNt verificatiON sOftware

Mb steel reader is a software solution for examining electronic identification documents in combination with a full-page document 
reader. It is designed to use secure communication channels to read the chip data via bac/bap, sac or eac. Mb steel reader 
supports Icao Doc. 9303-compliant travel documents, international Driver’s licenses (iDl based on Iso/Iec 18013) and electronic 
Vehicle registration cards (eVrc).

Various fields of application such as production release, quality assurance and verification in the field

complete verification, including chip authentication

provision of overview of visual data, Mrz and chip data

Verification of physical security features such as visible image, Ir image and uV image

Verification of electronic security features such as pa, aa and ca

Management of csca certificates and revocation lists for verification

comparison of holder-page information (Mrz, photo) and chip data

optional comparison of document data and corresponding record in a database

three forms of data representation: interpreted data, hexadecimal, type-length-Value

possibility to store document information for future examination

CSCA
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Mb steel reader MObile
features & advaNtaGesdOcuMeNt verificatiON sOftware

Mb steel reader Mobile enables the verification of eMrtD and other high-secure documents with contactless chips (Iso 14443) 
with standard mobile devices. additionally, it can be used to inspect production results of eID and eMrtD documents for quality 
assurance and production clearance. this allows production management to inspect biometric documents at any time at any place 
with very low effort. Mb steel reader Mobile is available for nfc-enabled android 4.4 (and newer) standard devices with camera (to optically 
read Mrz). 

Mrz recognition and verification of the check digits

secure identification of the card holder

built-in face matching to compare digital image on chip and live photo

Document verification against external databases

comparison of optical Mrz and Mrz data from chip

support of bac, eac, sac, pace and can 

passive authentication 

active authentication 

server-based verification: csca/Ds certificates, black lists, white lists and master lists

coMplIant WIth folloWInG stanDarDs
 ¤ Icao Doc 9303 Machine readable travel Documents (MrtD)
 ¤ Iso/Iec 19785 common biometric exchange framework format
 ¤ Iso/Iec 19794-4 fingerprint image
 ¤ Iso/Iec 19794-5 facial image

MrZ

CSCA

iCAo
iSo

BAC
EAC
SAC
PACE

MrZ



 42 i 43 42 i 43

GlOssary

AA   active authentication

ABiS   automated biometric Identification system

AFiS   automated fingerprint Identification system

BAC   basic access control

BAP  basic access protocol

CA   chip authentication

CAN   card access number

CSCA   country signing certificate authority

Dl   Driver‘s license

Dll   Dynamic link library

DS   Document signer

EAC  extended access control

eG-Port  eGovernment-portal

EMv  electronic Money Value

evrC  electronic Vehicle registration cards

FAr  false acceptance rate

Frr  false rejection rate

FrS  face recognition system

G2B  Government to private sector

G2C  Government to citizen

G2G  Government to Government

GSM  Global system for Mobile (communications)

HSM  hardware security Module

iCAo  International civil aviation organization

irS  Iris recognition system

lDS   logical Data structure

MCES  Mühlbauer personalization software

MrtD  Machine-readable travel Document

NFC   near filed communication

oCr  optical character recognition

oEE  overall equipment effectiveness

PA  passive authentication

PACE  password authenticated connection establishment

PkD  public Key Directory

Pki  public Key Infrastructure

SAC  supplemental access control

SDk  software Development Kit

SDM  secure Document Management

SoAP   simple object access protocol

SSCD  secure signature creation Device

tA  terminal authentication

tlv  type-length-Value

ui  user Interface
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